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1 For each of the two tables below, tick the most accurate statement referring to symmetric
encryption.

(a)

(b)

Symmetric encryption is a newer method of encryption compared to
asymmetric encryption

With symmetric encryption the public key is used to encrypt the data

With symmetric encryption you have to use the same key to encrypt every
message

Symmetric encryption only uses a single private key

[1]

With symmetric encryption the private key must be kept private by both the
sender and the receiver

Symmetric encryption is often referred to as public key encryption

It is possible to deduce the private key from the public key

With symmetric encryption anyone with a copy of the public key can encrypt
information

[1]

2 (a) Tick the most accurate statement regarding the use of word processing software for producing

documents.

It is easier to format paragraphs compared to database software

It is easier to manipulate statistics compared to using spreadsheet software

Word processing packages can be used to produce all multimedia features
of a website

Databases are more difficult to filter than word processed documents
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(b) Tick the most accurate statement regarding the use of other software to manipulate data.

4

It is easier to create a query using database software rather than using
spreadsheet software

It is easier to create a report using spreadsheet software rather than using
database software

It is harder to enter data and produce charts showing sales growth with a
spreadsheet than using video editing software

The easiest way to trim a sound sample is by using photo editing software

[1]

(c) Evaluate, by weighing up the advantages and disadvantages, the use of a web authoring
package rather than a text editor to create a web page.
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3 Using numerical examples, describe what is meant by the following terms.
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4  Several radio programmes have recently highlighted e-safety as an issue that schools need to
address.

Describe the advantages of a school having an e-safety policy.
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5 Many schools in the more remote areas of Kenya want to install video-conferencing equipment.
This is so their students can be in touch with students from other Kenyan schools.

(a) Discuss the impact of video-conferencing on the more remote schools and their students,
compared with having to visit the other schools to stay in touch.

............................................................................................................................................. [6]
Several technologies can be used to deliver video-conferencing.
Explain what is meant by the following terms.
(b) ADSL
............................................................................................................................................. [3]

© UCLES 2020 9626/12/M/J/20



(c) IEEE 802.11

6 Personal data and other sensitive types of data often need to be kept confidential or restricted to
authorised staff.

Explain why personal data should be kept confidential.
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Here is part of a database showing the earnings of a group of workers in a company.

1 WorkerIDv | Job_type +|Hours_worked » Hourly_rate v | Weekly pay ~
56321 Tyre changer 42 €17.00 €714.00
58191 Foreman 40 €22.00 €880.00
58694 Mechanic 38 €20.00 €760.00
59676 Painter 37 €18.00 €666.00
61230 Sander 39 €15.00 €585.00
63214 Sander 36 €15.00 €540.00
63295 Polisher 38 €14.00 €532.00
64387 Polisher 40 €14.00 €560.00
67152 Mechanic 37 €20.00 €740.00
67328 Painter 36 €18.00 €648.00
68947 Painter 38 €18.00 €684.00

(a) Describe, using an example from the database, the features of a calculated field.

(b) A number of fields in the database are not shown. Examples of these are first name and
family name. In this database the WorkerID is a primary key.

Explain why it is good practice to have a primary key in this database.
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(c) Describe what a consistency validation check is and explain how it could be used in this
database as a check when inputting data.

8 Describe how two different safety issues can arise from the use of IT. For each issue give one
method of helping to prevent it. Each method must be different.
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9 Check-out terminals in supermarkets have a number of different input devices for entering data
about products and for payment purposes.

Analyse the use of these input devices in the supermarket.
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10 Ayesha is searching a school database for all the students studying biology. She has used a static
parameter query but has been advised to set the query up as a dynamic parameter query.

Describe what is meant by a dynamic parameter query and give the advantages of using one
instead of a static parameter query.
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11 Aconstruction company is preparing to build a road bridge. Before building the bridge, it will create
a computer model of the bridge to test the designs that have been produced.

Explain why the company considers it necessary to produce a computer model.
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12 A headteacher wishes to buy software which will help him manage the finances of the school.

When considering which software to buy he has to choose between custom written software and
off-the-shelf software.

Describe the differences between these two types of software.
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13 A company has decided to develop its computer network into an extranet.

Describe the purpose of a company extranet.
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14 The inference engine within an expert system uses a form of reasoning.

Explain what this form of reasoning consists of.
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